s
b

W el
s

The Deceiving Web of Online Advertising e

new danger for children and families may be lurking

inside your computer. If your children spend time on the

Internet, the World Wide Web, or a commercial online ser-
vice, advertising may be manipulating your children and invad-
ing their privacy. Currently more than a million children under
the age of 18 are online, and that number is expected to climb to
15 million by the turn of the century. As a parent, you need to
understand what your children are exposed to in this new elec-
tronic medium, which has the unprecedented ability to trans-
form children from online participants to online customers with-
out their knowledge.

...Your children are often asked to give out personal informa-
tion, including name, address, phone number, favorite product
information, and facts about parents and siblings, to gain
access to many online areas.

...Marketers can sell your children’s personal information to
send mailings, make phone calls, or develop targeted comput-
erized advertisements.

...Some companies require children to provide personal infor-
mation to play a game or join a club, while other companies
lure information from children by offering hard-to-resist prizes
and free merchandise like portable compact disc players and
video games.

...Animated product “spokescharacters” interact with your
children through online birthday cards and E-mail, fostering
intimate relationships that compel your children to buy specif-
ic products and services.

...Your children may be unaware of the unique power that
interactive advertising has over them.

Marketers are pouncing on every opportunity to make money
in this new electronic selling space, which has no regulatory
safeguards. Major companies are involved in some or all of
these practices: Kellogg’s, Frito-Lay, Disney, McDonalds and
Warner Bros. are just a few. Advertising permeates online
areas aimed at children because the under-18 market is highly
lucrative. In a single year, children under 12 spend a total of
$14 billion, while teenagers spend $67 billion. And these two
groups combined influence $160 billion of their parents’ annu-
al spending. Knowing that children cannot resist the mesmer-
izing effect of cyberspace, advertisers are now using this
unregulated medium—one where children are more adept
than adults—to leverage children’s buying power.

The Center for Media Education (CME) recently completed a
six-month investigation of online advertising and marketing
techniques geared toward children. CME unearthed corporate
home pages on the World Wide Web hawking everything from
potato chips, fast food chains, and cereal to videotapes, toys,
and movies. Some companies concentrated on data collection,



while others focused on building brand identity. CME discov-
ered sites using a soft-sell approach to their products by dis-
guising them in commercial playgrounds, while other compa-
nies went straight for the hard sell using virtual stores. CME
even found that some of the children’s areas in commercial

online services contains unlabeled advertising.

...Computer technology makes it possible for companies to
track every move your children make while they are using
commercial online computer services or the World Wide Web.

...Companies target their online advertising to children as
young as 4 in an attempt to develop “brand loyalty” as early
as possible.

...Many companies design sites to bypass adult authority
while preying upon the vulnerabilities of children, who—
unlike adults—move effortlessly through the colorful, interac-
tive world of cyberspace.

...Advertisers hire psychologists and anthropologists to probe
children’s minds to find out what attracts them to cyberspace,
and then marketers exploit these “hidden motivators” to
develop intimate, consumer-driven relationships with chil-
dren.

And this is just a harbinger of even more advanced marketing
mechanisms that will emerge as the interactive media envi-
ronment continues to develop without proper safeguards.
Currently, advertisers in cyberspace are free from regulation.
Unlike television, which has basic guidelines to protect chil-
dren from unfair advertising techniques, the latest electronic
medium has no such safeguards.

Fortunately, there is another option. Parents, policy makers,
children’s advocates, and industry leaders can work together
to establish guidelines for advertising to children, while work-

ing to promote the exciting educational and cultural opportu-
nities on the digital frontier.

The Center for Media Education has called upon the Federal
Trade Commission, the agency responsible for policing false
or deceptive advertising claims, to conduct a comprehensive
investigation of online advertising and to establish policies to
protect children. Joining CME in a call for regulatory safe-
guards are the National PTA, Center for Science in the Public
Interest, Consumer Federation of America, the Electronic
Privacy Information Center, and the Academy of Child and
Adolescent Psychiatry.

As a parent, take time to visit online areas aimed at children.
You may be outraged by what you see. Let’s work together to
safeguard our children from deceptive and exploitative online
advertisers.

Take Action!

= Teach your children that they should not give out any per-
sonal information in cyberspace, just as they should not talk
to strangers in their neighborhood.

= Talk with other parents you know and make them aware of
the dangers of online advertising.

= Educate your local PTA, school board, and other children’s
advocacy groups about the issue.

= Write a letter or organize a letter-writing campaign to the
Federal Trade Commission; contact CME for a sample letter.

= Spend more time with your children while they are online.

= Make sure your children’s school has policies that restrict
the use of commercially-oriented areas.

= Complain to companies that use deceptive practices to tar-
get your children online. Your voice is important.
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